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Abstract

S-Boxes are fundamental building blocks for substitution layer in symmetric cryptography. While 4-
and 8-bit S-Boxes have been extensively studied, there has been very little research on 3n-bit S-Boxes.
In our study, we study a special class of 3n-bit S-Boxes, namely composite field involutive S-Boxes over
GF((2%)™) for n € {2,3,4}. We evaluate all 6, 9 and 12-bit S-Boxes in this class in terms of cryptographic
properties as well as their physical implementation, i.e. chip area and present our results.
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